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Introduction 

1. The Wellcome Trust is a global charitable foundation dedicated to achieving extraordinary 
improvements in human and animal health.  We support the brightest minds in biomedical 
research and the medical humanities.  Our breadth of support includes public engagement, 
education and the application of research to improve health.  We are independent of both 
political and commercial interests. 

2. The research community has increasingly raised concerns that the Data Protection Act, and its 
differing interpretations by various bodies, is restricting its ability to conduct valuable research.  
We therefore welcome the Ministry of Justice Call for Evidence about the data protection 
legislative framework, and are pleased to be able to respond. 

3. Given the Trust’s remit, our comments focus primarily on the use and sharing of personal 
information in the context of biomedical and health research.  In particular, the use of 
information from patient records provides the foundation for much medical research, and offers 
significant potential to answer questions about the factors that influence health and disease.  
Such research will benefit both patients and the NHS.   

4. The Wellcome Trust itself rarely holds personal information obtained for, or used in, research – 
usually we provide funding for researchers employed by other organisations to do this.  We 
collect and store personal information in the course of our normal business activities, for 
example data on staff and details about applicants and grantholders.  Personal information is 
shared according to the terms specified in our data protection statement and supplementary 
terms and conditions. 

5. The main messages of our response are as follows: 

 There is much complexity and confusion about data protection legislation, and the lack 
of understanding can lead to an overly risk-averse approach being taken unnecessarily.  
There is a real need for greater clarity and improved guidance to inform 
implementation. 

 The overall legislative framework must allow an approach to compliance that takes into 
account levels of risk and proportionality, particularly in relation to the treatment of 
‘sensitive’ data. 

 The inclusion of genetic information raises particular issues which need careful 
consideration and clarification. 

 The current approach to consent requirements pose a significant barrier to medical 
research.  There is an urgent need for resolution regarding the processes required for 
‘consent to seek consent’, and there should also be greater emphasis on broad rather 
than specific consent. 
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 It is essential to ensure that the public has confidence in the regulatory framework 
surrounding data protection.  

 
6. Information in this response is taken from evidence from Trust-funded researchers and from 

discussion at two workshops held by the Trust: a workshop on regulation and biomedical 
research, held jointly with the Medical Research Council in May 20081, and a consensus 
workshop with GPs, researchers and patients, also in May 2008, which led to the publication of 
best practice guidance, ‘Towards consensus for best practice: use of patient records from 
general practice for research’, in June 2009.2   The responses to questions 12-17 are based on 
the Trust’s own processing of personal information as part of our normal business activities.   
The Director of the Wellcome Trust, Sir Mark Walport, co-chaired the Data Sharing Review 
with Richard Thomas, the Information Commissioner.  The Review reported in July 2008; this 
response draws on some of the key recommendations.3   

7. Responses to specific questions are given below.  We would be happy to discuss any of the 
issues raised in our response in more detail if it would be helpful. 

 
 

 
1 The full report is available to download at: 
http://www.wellcome.ac.uk/stellent/groups/corporatesite/@policy_communications/documents/web_docume
nt/wtx053463.pdf 
2 The full report is available to download at: 
 http://www.wellcome.ac.uk/About-us/Publications/Reports/Biomedical-science/WTX055662.htm 
3 http://www.justice.gov.uk/reviews/datasharing-intro.htm 
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RESPONSE TO QUESTIONS 
 
Question 1. What are your views on the current Data Protection Act and the European 
Directive upon which it is based?  Do you think they provide sufficient protection in the 
processing of personal data?  Do you have evidence to support your views? 
 
The Data Protection Act 1998 (DPA) has raised awareness of good practice in managing personal 
information, which of itself has been beneficial.  However, while the DPA appears to work 
satisfactorily in the context of commercial organisations, it works less well in the context of 
organisations using personal information for the public benefit.  It is essential that the DPA is 
applied in the spirit in which it was intended, and not used to block potentially valuable activities 
that would benefit individuals and society.  
 
The most significant concern is that the data protection framework is extremely complex and this 
leads to confusion and misinterpretation. As the Data Sharing Review report concluded, “it is clear 
that the [complex legal] framework as it stands is deeply confusing and that many practitioners 
who make decisions on a daily basis about whether or not to share personal information do so in a 
climate of considerable uncertainty.”    
 
The complexity is exacerbated by the fact that there are three related rights that must be 
considered: 

• the privacy right under the Human Rights Act (article 8); 
• the common law duty of confidence / confidentiality; and 
• the principles of the Data Protection Act (1998). 

 
In addition, in relation to medical research, the Academy of Medical Sciences report (2006) 
described a “complicated patchwork of statutory and common law that operates in this area”.  
Section 251 of the NHS Act 2006 (originally enacted under Section 60 of the Health and Social 
Care Act 2001) permits the common law duty of confidentiality “to be set aside in specific 
circumstances for medical purposes”, but it does not override obligations under the Data Protection 
Act. There are also various guidance documents on confidentiality issued by the General Medical 
Council and the NHS, and there are significant differences between devolved administrations.   
 
The complexities in the legislative framework mean that an overly-cautious approach is often 
adopted.  While the Information Commissioner’s Office does offer some guidance, it is often not 
clear or is too generalised to be useful. The principles-based approach taken in the DPA means it 
is frequently difficult to predict how the legislation will be interpreted in relation to particular 
projects. 
 
There is particular uncertainty about the processes that should be used when patient information is 
required for research, and the necessary consent requirements. A workshop with GPs, 
researchers and patients held at the Wellcome Trust in May 2008 found that there was significant 
variation in the approaches adopted across the UK, and a lack of consistency in decisions taken by 
different bodies, both at national and local level. Where there is a lack of confidence in giving 
approval for access to data, the default position is too frequently to refuse the research – despite 
the clear benefits if the research was to continue.  There is an urgent need to clarify both the 
definitions in the legislation, and the implementation processes. 
 
There are also differing interpretations of the European Union Data Protection Directive 
(95/46/EC), and concerns have been raised that the use of health data for secondary research 
purposes is not covered by the specific rules on processing such data for "medical purposes".  
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Much has changed since the introduction of both the EU Directive and the DPA, and it is important 
to respond to advances in technology and developments in the potential uses of data. Above all, 
the legislative framework must be risk-based and proportionate. The management of data, 
particularly sensitive data, must be proportionate to the risks involved. 
 
DEFINITIONS  
 
Question 7. Are there any other types of personal data that should be included?  If so, 
please provide your reasons why they should be classed as “sensitive personal data”? 
 
We agree that health data should be defined as sensitive.  A particular feature of general practice 
records, given their comprehensive and continuing nature, is that they may contain sensitive 
information concerning a person’s medical, personal or family history.  Participants at the GPs 
consensus workshop at the Trust recognised that not all clinical data will be sensitive to all people, 
but agreed that all clinical data may potentially be considered sensitive to a patient.   
 
However, it is important to distinguish between different levels of identifiability of information.  
Some research can be conducted with anonymous information, from which it is not possible to 
identify an individual. In other cases, researchers need access to information from which it may be 
possible directly, or indirectly, to identify a patient by some means.  Different levels of anonymity 
offer different risks and benefits and it is important to distinguish between them.  We note that very 
few data are truly ‘anonymous’, but the controls used should take a risk-based approach, 
distinguishing between using person-level data that is not identifiable and using personally 
identifiable data. 
 
Data linkage:   Further clarity is needed as to whether the DPA should apply to secondary uses of 
reversible anonymised, or pseudonymised, data.  In many cases, researchers will need to use data 
that are pseudonymised (coded), allowing a link back to the original data, for example to check the 
validity of data. The use of coded data means it might be possible directly, or indirectly, to identify 
patients. In cases where data relate to individuals with rare illnesses or exposures, or small or 
unusual populations, the likelihood of identification is increased. Alternatively, data may become 
identifiable when used together with other data sources. By its nature, linking different data 
sources creates a more valuable source of information for research but it also leads to an 
increasing likelihood of identification.

 
Linking datasets from different areas – for example health 

data with educational data or housing information – is likely to offer a particularly valuable resource 
for research going forward.  Researchers have reported that they are often given inconsistent 
advice as to whether linkage should be allowed – with ethics committees, NIGB and independent 
scientific committees giving different views. As a result, the process of data linkage can often be 
slow and time-consuming. For example, one study to link cancer registration data to GPRD was 
approved by GPRD in 2007 but, three years later, the researchers have still not been able to 
obtain linked data because of difficulties accessing patient identifiers.  

A Trust-funded study which involved linkage between data from the Avon Longitudinal Study of 
Parents and Children (ALSPAC) with an external data source has also faced problems. The 
linkage had been approved by both NIGB and the ALSPAC Law and ethics committee.  Despite 
this the Independent Scientific Advisory Committee to the external database advised us that the 
proposal needed further ethical scrutiny because of concerns over the potential for deductive 
disclosure and through this the effective release of person identifiable data. Although steps can be 
taken to reduce the risk of deductive disclosure, linkage with detailed datasets will often have 
some element of risk of identifiability.  Clear guidance on these issues would be useful, and better 
use of available encryption technologies.  New proposals for safe havens and honest brokers, 
currently being developed by the Research Capability Programme and the NHS Information Centre 
for Health and Social Care, could also help to ensure confidentiality of data is maintained. 
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Genetic information:  The question of whether genetic information should be included in the DPA 
also needs further consideration and clarification.  There is increasing scope to link genetic 
information with other health information through cohort studies to provide a valuable resource for 
research.  As genotyping technologies advance and whole-genome sequencing becomes more 
feasible and cost-effective, there is also an increasing likelihood that genetic information will 
routinely be held as part of a patient record.  Some genetic information can carry a potential risk of 
indentifiability.  At present, these risks will usually be remote, but as technology advances it is 
likely to become increasingly possible to identify individuals from genetic analyses.  Much genetic 
information is often also considered sensitive, not least because it may be relevant to more than 
one individual and the clinical implications may change as our knowledge of the genome 
increases. However, on the other hand, not all genetic information is either sensitive or identifiable. 
It is therefore difficult to make generalisations, and a risk-based approach will be essential.  The 
regulatory framework will need to be future-proofed, so that it can keep pace with rapid 
technological developments in this area. 
 
 
Question 8. Do you have any evidence to suggest that the definitions of “data controller” 
and “data processor” as set out in the DPA and the Directive have led to confusion or 
misunderstandings over responsibilities?   
 
There needs to be greater clarity over the differing roles and responsibilities for data controllers 
and processors, because the distinction is not always clear.  We have seen examples where data 
processors have failed to seek guidance from the data controller when dealing with issues of 
access, use or deletion of research.  In the context of medical research, there is particular 
confusion about the varying roles of NHS R&D offices, Caldicott Guardians and data protection 
officers. The situation differs significantly in the devolved administrations. 
 
When a number of different datasets are linked, and particularly where these have come from 
different sources, there is often confusion about who has responsibility as a data controller.  It is 
important to determine who is responsible for data use and at what stages.  The transfer of 
consent forms between multiple sites for research may also raise concerns. 
 
 
DATA SUBJECTS’ RIGHTS 
 
The following responses (Q12 – Q17) are based on the Wellcome Trust’s experience of processing 
personal information as part of our normal business activities. 
 
Question 12. Can you provide evidence to suggest that organisations are or are not 
complying with their subject access request obligations?      
 
The Wellcome Trust keeps an accurate log of each Subject Access Request together with all 
related correspondence, and responds to each request. 
 
Question 13. Do businesses have any evidence to suggest that this obligation is too 
burdensome?   
 
From our perspective, this obligation has not yet been too burdensome. 
 
Question 14. Approximately how much does it cost your organisation to comply with these 
requests?   
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We received five requests in 2009.  The cost of complying with these requests has ranged from 
£500 up to £8,000 for the most complex (which related to a request from tenants living in property 
owned by the Trust and managed by property agents). 
 
Question 15. Have you experienced a particularly high number of vexatious or repetitive 
requests?  If so, how have you dealt with this?   
 
No. 
 
Question 16. What evidence is there that technology has assisted in complying with subject 
access requests within the time limit?   
 
While technology can help in the first instance to locate relevant data, it still requires human 
intervention to determine what can be released and what cannot. 
 
Question 17. Has this reduced the number of employees required and/or time taken to deal 
with this area of work?   
 
Not to date. 
 
OBLIGATIONS OF DATA CONTROLLERS  
 
Question 23. Is there any evidence to support a requirement to notify all or some data 
breaches to data subjects?   
 
While it is essential to ensure public confidence, any requirement about the notification of data 
breaches must be proportionate and risk-based. The Data Sharing Review addressed this issue, 
concluding that  “where individuals face a real risk, for example of identity theft or fraud, it will 
usually be necessary to notify them directly so that they can take mitigating action. …  In cases of 
imminent and serious risk to the individual, the organisation should inform the individual at the 
same time as – or even before – it notifies the ICO.”    The report does not propose a mandatory 
requirement, but does recommend that “as a matter of good practice, organisations should notify 
the Information Commissioner when a significant data breach occurs.”  (Recommendation 11). 
This recommendation was based on a recognition that each breach carries different levels of risk 
and, consequently, requires a different response. 
 
 
THE PRINCIPLES-BASED APPROACH 
 
Question 31. Do you have evidence to suggest the current principles-based approach is the 
right one?   
 
If a principles-based approach is to be successful, there must be clear and transparent guidance 
about how to implement it – which is currently lacking.  The approach to implementation must be 
both risk-based and proportionate. 
 
Question 32. Do you have evidence to suggest that the consent condition is not adequate?   
 
Researchers report that it is increasingly difficult to access patient registers to identify potential trial 
participants.  The confusion about requirements for consent has become a serious barrier to 
conducting research. 
 
Patient records are an essential starting-point to identify groups of patients with a particular 
disease or condition to invite them to participate in a study, or to identify a representative sample of 
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the general population, for example as a control group. In order to identify potential participants it is 
often necessary to review identifiable information (such as postcode, date of birth, diagnoses) to 
determine suitable patients.  After an initial screening exercise, those patients that meet the 
eligibility criteria are contacted to invite them to take part in the study.  The confusion about the 
requirements for getting consent to share personal information for recruitment – the so-called need 
for “consent to gain consent” – was described in the Data Sharing Review Report as a “problem 
that requires a solution”. Although the report set out a solution to these issues, and it was accepted 
by the last Government in its response in November 2008, there has been very little action in the 
area. 
  
The Data Sharing Review report recommended that “the NHS should develop a system to allow 
approved researchers to work with healthcare providers to identify potential patients, who may 
then be approached to take part in clinical studies for which consent is needed.” The Department 
of Health accepted this recommendation, but it has not yet been implemented.  We understand 
that there are now proposals for two pilots to explore new approaches: an approved NHS 
Research Facilitators scheme, and a pilot to explore opt-out approaches planned by the Research 
Capability Programme. Progress is very slow in the area, and it remains unclear how the 
governance framework will work. This must be resolved as a matter of urgency.  
 
Question 33. Should the definition of consent be limited to that in the EU Data Protection 
Directive i.e. freely given specific and informed? 
 
The Wellcome Trust would be particularly concerned if the consent requirements were made more 
restrictive in any revision of the legislation. For the purposes of research, it is often desirable to 
attain broad consent so as to maximise the potential uses to which the data can be put and the 
resulting benefit that can potentially be gained.  Future scientific developments and research 
needs cannot always be predicted, but it is often impracticable, and in some cases impossible, to 
seek consent for any additional use of data in subsequent research.  A consent process that is 
generic and enduring is therefore the most appropriate approach. This is the approach taken in the 
Human Tissue Act, and the accompanying guidance in the HTA Codes of Practice.  It will be 
important to ensure coherence between legislation relating to the use of tissue and the use of data 
in relation to the consent requirements. 
 
The framework established for UK Biobank provides a useful example of a successful large-scale 
model to enable human samples and data to be used for additional research purposes. The scale 
and duration of the study (30-40 years) required a mechanism that used broad consent, as it was 
recognised that it was not always possible to envisage future research uses of the information. 
However, to provide reassurance to participants, an Ethics and Governance Framework was 
developed and an independent Ethics and Governance Council established to provide advice to 
UK Biobank on the interests of both participants and the general public. Participants are informed 
that only research uses that have been approved by both UK Biobank and a relevant ethics 
committee will be allowed, and that data and samples will be anonymised before being provided to 
research users. It is envisaged that further consent will be sought for any proposed activities that 
do not fall within the existing consent. 
 
 


