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1 Summary of Report

1.1 Introduction

Data is collected throughout the health service in increasingly large quantities , as well as in the
contexts of biomedical and health research. Data is collected for direct care and for secondary
uses as well.

In surveys, such as Ipsos MORI's work for the Royal Statistical Society! (RSS) the public say
that in principle they do not w ant their health records being shared with private companies.
However, there are many different types of commercial access going on now, and possible in
future. The Wellcome Trust therefore wanted to investigate how, and in what ways, the public
would distinguish between different types of commercial access; and whether the type of data
used, and the types of data user, would have an influence on the level of acceptability to the
public.

The Trust therefore commissioned Ipsos MORI to carry out research to understand how

attitudes towards commercial access to health data are formed and influenced, among a

cross-section of the British general public and with specific audiences such as healthcare
professionals, patients, and members of cohort studies.

1.1.1 Objectives

The primary objectives of this research were to:

1 Identify factors influencing attitudes towards commercial organisations accessing
health, biomedical and genetic data;

9 Identify governance, safeguarding and communications actions that could help improve
trustworthiness of research uses and protections of data; and enable public trust in
access to data to be developed over time;

1 Provide an evidence base for the Wellcome Trust to draw upon as it considers how
best to develop policy and engage other relevant bodies, research teams and the public
on these issues.

Secondary objectives were:

1 In order to best understand the detail of the factors influencing attitudes, to explore how
people perceive the relative importance of different variables in sharing health data
with commercial bodies.

1 RSS/Ipsos MORI (2014), ‘Public attitudes to data sharing’; https://www.ipsos -
mori.com/researchpublications/researcharchive/3422/New -research-finds-data-trust-deficit-with-lessons-for-
policymakers.aspx
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1 Identify any emerging differences between sub groups and different audiences .
1 Quantify views on key topics which emerge from the qualitative phase.

1.1.2 Project design

Extensive and robust qualitative social research study. Sixteen qualitative workshops
across Great Britain with 246 individuals in total:

9 Eight full-day deliberative workshops with members of the general public;
1 Three evening workshops with GPs and hospital doctors;

9 Four evening/daytime workshops with people who have a long-term condition,
including rare diseases;

1 One full-day workshop with ‘Children of the 90s’ cohort members.

During the qualitative workshops, participants were introduced to six case studies (or four, in
the shorter workshops). The case studies gave examples of existing data -sharing activity in the
public and private sectors, illustrated different variables that might make a difference and set
out the full range of types of commercial a ccess to data. They were followed up with

discussion of hypothetical future activities (including some deliberately provoc ative and
controversial ones). These examples were used as springboards for discussion.

A digital anthropologist attended one workshop to provide an analysis of the conversation
from this perspective. Improvisational actors attended two workshops to bring to life in
comedy sketches some of the most emotive issues as they arose.

The qualitative work was followed up by a quantitative survey that examined some of the
issues arising from the workshops. The questionnaire was designed in conjunction with the
Wellcome Trust and the advisory group, and aimed to fill in gaps that previous surveys have
left open on the subject of data sharing with commercial organisations.

The survey focussed on topics about acceptability with sharing of health data in different
situations and included questions on:

1 Awareness of different organisations using health data;

1 Support for sharing health data with commerci al organisations for research purposes;
1 How support for this sharing differs depending on the specifics of the organisation ;
1 Different safeguards and factors that could impact views of acceptability; and

1 Attitudes towards consent and permission in the data sharing process.
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Ipsos MORI interviewed a representative quota sample of 2,017 adults across Great Britain
aged 16 and over. Face -to-face interviews were conducted in -home between 30 November
and 11 December 2015. Data is weighted to the known population profile. The results are
described in chapter six , and topline findings can be found in the appendix.

NB: The qualitative findings do not exactly map and mirror the quantitative
ones.

Qual participants went on a much more substantive journey through the day and
their views were very nuanced. In the qual, there was more scope for getting
information about details while in the quant there was no discussion or context
given.

The report links the two, but they stand alone. We have indicated where
parallels are striking.

1.2 Context

Public views show low understanding of data and low knowledge of how healthcare
works. In the deliberative work, this led to wariness and scepticism about the ide a of
commercial access to healthcare data.

In the deliberative workshops, participants had limited knowledge of some important contexts.
These included:

What is data? Participants made no division made between health and medical data; both
were seen as personal and individual. Participants believed that they owned their personal,
individual -level data both in the arena of health, and more generally. They imagined that the
default option would be that all such individual -level data ought not to be passed on if shared,
that sharing should be consented, and that it should only ever take place if there was a good
reason.

“Statistics” was better understood than “aggregate”. Participants understood ‘statistics’ to
be the numbers taken from aggregate data, where no individual data lines could be identified.
Some socially minded people saw risks in sharing aggregate data, even though it could not be
identified, if it was to be used to segment or disadvantage vulnerable groups.

Individual level data is felt to be “My data” even if anonymised. Many saw risks in individual
data sharing as they believe it can be de -anonymised. This may have detrimental effects on
the individual (for example discrimination or financial loss). However, when data is passively
collected, it is less likely to be seen as ‘my data’; sharing this kind of data is seen as having
little risk to the individual (though for some, it could prove a risk to society).

Healthcare professionals had a more nuanced understanding of the idea of data ownership
and permission to use.
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Genetic data was not known about or understood , and the potential for its use, broadly, was
not known (patients and healthcare professionals had more sense of its potential).

The survey also demonstrated that detailed awareness of how the NHS uses health data is
low, with just a third (33 per cent) reporting to have heard a great deal or a fair amount about
how the NHS is using health data. This awareness falls further still to just 16 per cent and 18
per cent awareness for commercia | organisations and academics, respectively.

Participants in the workshops did not know that commercial companies already play a
part in delivering healthcare and biomedical research. They also did not spontaneously
mention academics and charities as part of the health system. They did not draw a meaningful
distinction between private companies’ research and retail arms.

Some were shocked to hear that private companies were engaged at all with healthcare.
The motivations of commercial companies in delivering health services were questioned in
deliberation and the private sec tor in general was mistrusted. Many approached the
discussion of data sharing with some caution , as a result.

Some participants felt that private sector involvement suggested a wider ag enda of the
NHS in general ‘being privatised’. They did not want this, so were broadly against the idea of
data sharing in principle.

There was little detailed understanding of safeguarding practices. There was no
awareness of the current regulatory framework around the use of anonymised health data.
Participants showed very low knowledge of safeguarding practices (partly related to their lack
of knowledge around how datasets are used and managed).

Currently there is no form of opt-out from anonymised health data usage; but participants did
not know this.

Healthcare professionals and patients knew more; they raised issues such as the quality of
data and how well it is collected.

The quantitative work found that several interconnected factors appear related to acceptance
of commercial access. Educational attainment, awareness of data usage and social grade
all appear to be linked to acceptance of commercial access , in many places in the
quantitative study.

In the survey findings, greater knowledge about the subject and exposure to the ideas
tends to be related to acceptance.

The survey also found that the relationship between acceptance of commercial access to
health data and age is non -linear. While the relationship between age and acceptance is
complex, it is clear that young people are not automatically more in favour of commercial
access; other factors play a more important role in driving acceptance.
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The background context led to some confusion and warin ess around data sharing in the
workshops. Overall, the fear could be summed up in the idea that current data sharing seems
unidirectional, shadowy and hard to understand.

‘I's a one -way mirror ; they know everything about you, buf we don’t know what
they’re doing with that.’
Patients (severe conditions), London

Contexts around data are also changing. A ‘context collapse’ is underway

Through analysis of the way people talked in the qualitative sessions, and using the lens of
digital anthropolog y provided by our supporting study, we assert that the qualitative
participants were trying to make sense of changing ways that data is shared .

In particular, they have a sense that there are new, uncharted kinds of data transactions , in
new kinds of contexts, today.

There are two traditional contexts of data sharing which people k now:

1 Consumer transactions: BUYING online, where data is actively given as part of the
commercial deal (e.g. getting online special offers by giving your email address); or
DOING activities where data is passively collected (e.g. using a smart phone to track
your fitness, knowing that the phone company will also repurpose passively given data).

9 Participants believe that the companies will sell on any data they possibly can from
these transactions.

1 Social Contract experiences : SERVICE USING(e.g. going to the doctor, giving
information actively for your care); or just BEING, participating in (non-commercial) life
using a hospital, a road, a library or other public space, gen erating data passively).

i Participants underestimate the amount of data that is collected in these
circumstances and imagine that only very light touch, basic, aggregated statistical
analysis usually takes place.

These two traditional contexts, and the mindsets which typically correspond to them, are
illustrated in figure 1.1.
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Figure 1.1 —The two traditional context  s/mindsets for data sharing
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Uses of health data in commercial contexts cause these two traditional contexts to
collapse together. Understanding this ‘context collapse’ is vital for understanding why the
public approves or disapproves of different types of commercial access to health data.

This ‘context collapse’ is illustrated in figure 1.2.
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Figure 1.2 —The ‘context collapse’
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Participants in the workshops were confused about what behaviours and assumptions these
new contexts required, and therefore were worried and suspicious that they might be harmed.

The public in deliberations tried to make sense of t he changing world by reverting back
to assumptions and prejudices (healthcare should be delivered by the NHS, companies are
untrustworthy) in order to feel more secure.

Participants expressed their fears by saying that vulnerable groups in society , such as the
elderly or less digitally literate, who do not know the ‘rules’ of the commercial context, may be
at risk of harm or exploitation.

In fact, younger participants may also be at risk ; in the workshops, many participants, even
the youngest, did not know that content they posted on social media could form part of thei r
data profile and be purchased or used by a range of organisations ; they were not as aware of
the current situation as they thought they were.
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1.3 Key factors influencing attitudes

We used case studies to explore attitudes to variables . These are summarised below. ?

Summary of the six case studies

Data linking and analysis in the NHS — An NHS trust asks a healthcare intelligence
company to analyse individual -level data on patient journeys, to see if there are
different patterns in health outcom es, and predict drivers of service use.

Monitoring safety of drugs and medicines — A public health regulator runs an
observational study to look at long term side effects of a blood pressure drug.
Primary care data is provided to compare the probability of serious adverse events
among those taking the drug, compared to those on other drugs for high blood
pressure.

Calculating insurance premiums — Private health insurance companies use hospital
data about diagnoses and hospital admissions , and find that those living in deprived
areas were more likely to develop certain critical illnesses.

Using genetic data in care and research - Patients consent to having their genome
sequenced as part of their clinical care. This is linked to their medic al records to aid
diagnosis and treatment, and made available for research by academics, scientists
and commercial organisations.

Pharmacists using Summary Care Records — The NHS wants all community
pharmacists to have access to a summary care record. Pha rmacists would have
access to this with patient consent when discussing prescription s.

Crowdsourcing to provide support for patients — Patients register on a free online
community to share experiences and symptoms. The online community allow a drug
company to invite diabetics to participate in research into the efficacy of a drug to
treat sight loss.

Some case studies perceived as higher va lue, or higher risk, to society  than others.

We asked participants to map the studies according to their perceived val ue to society or
risk to society.

2 The case study ‘Monitoring safety of drugs and medicine’ was first introduced to participants as being conducte d by
a public health regulator. This was intended to contrast with the five other examples of commercial access so that the
research could explore how responses might be different if a non -commercial organisation was involved. In follow-up
discussions, the regulator was replaced with a pharmaceutical company and the question of commercial involvement
was then further explored.
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9 Participants defined ‘value’ as having clear potential for patients, society and future
generations to benefit. This meant Linking data in the NHS and Monitoring the safety of
drugs were acceptable and seen as valuable. This public benefit could be created by a
commercial organisation, but the organisation had to be trusted to deliver it.

9 Participants traded off value and risk by thinking about how the public stand to gain
In examples where the public value or benefit wa s not clear, participants found it hard to
weigh up public good against personal risk. The context collapse made these new data
transactions hard to define.

1 Genetic sequencing was considered to be the most risky example but also the most
potentially valuable; genetic data both most private, and most potentially valuable.
Participants were concerned, overall, because thus the full extent of what might be
possible with this type of data is as yet unknown.

Participants applied four ‘key fests’ to every example of data access

Participants discussed the issues arising from each case study as they saw it, and came to
conclusions about how acceptable each might be. Their approach could be summarised as
applying four key tests to all the case studies.

These tests are always applied in the same order . No matter how ‘well’ a project does on tests
2, 3, and 4, it will still be rejected if it fails test 1.

Figure 1.3 —The four 'key fests’; driving acceptability

What drives acceptability: in summary
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1. WHY (Does the activity’s outcome have a provable and sufficient public benefit?)

A clear benefit both to individuals and to wider society was seen as the only good rationale
for breaking privacy, and this was the primary driver of acceptability for part icipants. When
these benefits are perceived (and the organisation is trusted to deliver them) all participants in
the workshops accepted commercial acc ess to health data in principle.

The results from the survey showed that, broadly, more support than oppo se commercial
access to health data for research purposes (which might be seen as a positive social
benefit). When this research is explicitly at threat, respondents are even more likely to back
commercial access.

Red lines:

When no benefit to public heal th is perceived, commercial access is unacceptable to al |in the
workshops, except the most laissez -faire.

2. WHO (Can the organisations doing this be trusted to have public interest at heart?)

Healthcare professionals and general public participants are most open to the idea of
academic researchers, charities, or partnerships between these and the public sector
having access to health data. GPs also thought partnerships could be a safeguard against
unethical conduct; both on the part of the commercial org anisation, and to ensure the NHS is
also working in the public interest.

Patients thought that charities and universities should do more with data, as they saw the
public interest very strongly.

Beyond these most acceptable research, charity and partnership options, general public
participants had a hierarchy of acceptable commercial organisations:

1 Specialist analytics and research companies working closely with the NHS; participants
did not know much about them but felt they were benign.

1 Pharmaceutical companies. Some feared ‘Big Pharma’ had an agenda at odds with the
public interest, but most acknowledged that a regulated pharma sector helped public
healthcare and needed data to do its job. Because of the profit motive most people felt
regulation was required.

1 Retail and pharmacy sectors; motivated by profit but still producing a net benefit to
healthcare.

Red lines:

1 Participants in the workshops wanted insurance companies not to have access to
healthcare data at all. Insurance companies w ere seen as detrimental to individuals.
Participants said they always grudged giving insurance companies access to their
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personal records, as the industry is seen as having high charges but often refusing to
pay out; the public believe this would get worse if more health data was available to
the industry. Health insurance of all kinds was also seen as something that only affluent
people would choose to have; the industry was perceived to be harmful to society,
because it works against the principle of a pu blic health service.

1 Marketing companies were seen as detrimental to individuals and a source of
frustration, plus motivated by their own profit, not public health, so producing private
rather than public value from segmenting and marketing to consumers. People also
believed that individuals would likely be subjected to direct marketing, narrowly
targeted at them.

1 Where the organisation’s purpose was uncertain (for example a proposed future
genetics data company) participants mostly erred on the side of ¢ aution and would
prefer data not to be shared.

1 This chimes with findings from the quantitative survey, which found that low
proportions of the public support insurance companies and marketing companies
having access to health data.

9 Third party access, pass ing data on to others beyond original use, was also a red
line. Participants did not want commercial organisations to profit several times from re-
selling data, or even from analysis based on the data.

1 Also, participants believed that no amount of securit y could ever totally remove the
risks involved in sharing data su ch as leaks and hacking. Allowing third party access
was felt to increase these risks and create feelings of potential loss of control.

As well as these red lines, participants asked for a pa rticular regulatory safeguard: they
wanted someone independent to prevent companies ‘spinning’ to enhance the social
worthiness of their activities in order to gain access to data; or taking it for one purpose
but using it for another.

3. WHAT (How anonymised and/or aggregated is the data?)

Participants accepted the description of aggregated data and did not find this datato  be very
risky to the individual. Aggregated data could be risky to society, if re -purposed in ways
that led to groups being di scriminated against.

Participants were concerned about the theoretical risk of jigsaw identification from
anonymised individual data and assumed that if it was at all possible, it was a risk. HCPs and
Cohort members understand anonymised individual data to have a low risk and are less
concerned.

Some general public participants think we are heading for a surveillance society and the
collection and sharing of data should be minimised on principle.
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Red lines:

Anything that risks personal harm, especially to vulnerable individuals ; participants found it
hard to judge the likelihood of different types of data causing these harms.

4. HOW (Does the safeguarding, access and storage protocol reassure me that the data

will be safe?)

Most participants believed that in today’s world of health data-sharing, good data security and
protection is a basic hygiene factor. Older and less tech -savvy people were least able to judge
the security of digital storage.

In terms of safeguards, there is little understanding of the status quo (many of the
safeguards workshop participants asked for are actually in place already).

The quantitative research also showed that there is no silver bullet in terms of safeguards, and
that the precise nature of the safeguard is not as important as the trust that comes with
knowing there is a safeguard in place.

The call for safeguards reflects a wider concern about governance of data and the need
for a greater discussion of how to regulate the outcomes permitted to come from data
sharing.

Participants asked for particular safeguards which, while not always practical, reflected
underlying concerns for equity, transparency and independent scrutiny by bod ies free from
vested interest. These included capping profits and restricting third party access (to stop
companies exploiting public resources for profit), and t ransparency in sharing results and
publishing analysis (so that public benefit was made clear).

These findings resonate with the quantitative findings, which found that the most mentioned
safeguards from a prompted list are:

1  Data not being passed on to third parties;

1 Names and personal information being removed from the data;

I  Sanctions and fines if companies are found to misuse the data; and
1  Storage of data in a secure facility.

The role of consent is complex and reflects the fact that many members of the public
do not know how data sharing would work in practice:

1 Healthcare professionals felt that if third party access was involved, then there would
be more need for opt-in consent.

1 Participants wanted data sharing of genetic information to be opt -in only.
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1 Deliberation days tended to start with the premise that consent should be explicitly
sought at all times, but with more information, participants shifted their view as they
identified projects that they wanted to go ahead, but would be impractical to consent.

1 When asked explicitly about consent, over half of respondents in the survey agreed
they would want to be asked permission, even if this meant some research not
taking place . This shows that, for many, consent is still a key stumbling block to
acceptance of commercial access.

Participants talked about how the process of consenting could be improved.

They would like:
9 Education on aggregation and anonymisation, to build public trust.

1 Regulators or future commercial data -sharers to be held to high standards in terms of
clear, transparent online consent processes; not confusing tick boxes or small print
which is never read.

9 Healthcare Professionals such as GPs to be trained as gatekeepers to explain how
research and consent works.

Overall, workshop participants felt that if they knew more about the processes and safeguards
in place they might feel more empowered, and hence more open and trusting in the decision-
making process around data collection and sharing (and may not, therefore, need to opt-in).

If the four tests are met, most people are comfortable with commercial access.
However, some members of the public simply do not want this work to happen at all.

In the survey, a quarter (25 per cent) would rather research did not happen if commercial
organisations had to have access to the data.

17 per cent of people say they would not want commercial organisations to have access
to health data for research under any circumstances.
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1.4 Mindsets: what makes a difference to views?

There are different reasons why individuals might hold an attitude. The non -linear relationship
in the survey between age and acceptance of commercial access demonstrates that, while
age is related to acceptance, there are other factors within the age grou ps that act as
alternative drivers.

These sub-groups within sub -groups are not possible to tease out in a short questionnaire, but
the qualitative work allows us to identify differing attitudinal clusters that may cut across
demographic variables.

It seems that some concerns are underpinned by different beliefs about how society should
operate and leads to different ‘mindsets’ about the idea of commercial access. We identified
five different stances in terms of trust in commercial organisations in general , mapped against
concern about personal and societal risks. Patients tend to fall into two further mindsets. These
seven key mindsets are shown in figure 1.4.

Figure 1.4 —The seven 'mindsets’

The seven mindsets which influence views

Open to commercial interest
Accepting of private sector involvement in
general

Community Monitor Me .
Optimists (patients and Fine By Me

cohort)

Community
Worriers

Abstract Pragmatic
Concern for human rights, Concerned with
social goods, and impact on impact of privacy at
everyone personal level

Pragmatic
Fed U
P Sceptics

(patients)

Wary of commercial interest
Sceptical of private sector

Ipsos MORI X
M Social Research Institute involvement
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1

Findings from the quantitative survey

More support than oppose health data being used by commercial organisations
undertaking health research . Over half (54 per cent) support commercial access to
health data for research, while a quarter (26 per cent) oppose it. Th is leaves a fifth of
respondents who either said that they neither support nor oppose commercial access to
health data (19 per cent) or saying ‘Don’t know’ (2 per cent).

Awareness of health data usage is low. Just one third (33 per cent) have heard a great
deal or a fair amount about how the NHS is using health data. This detailed awareness
falls to 16 per cent for commercial organisations and 18 per cent for academic
researchers.

Faced with losing out on research, people will opt for this research being do ne by
commercial organisations . A majority of people (61 per cent) would rather see
commercial access to health data happen than lose out on the benefits that research
involving these organisations can bring. A quarter (25 per cent) would still rather that
research did not happen if commercial organisations had to have access to the data.

Permission is still a key part of people’s attitudes towards their health information.
The desire for the NHS to ask permission before this kind of data sharing takes pla ce is
widespread, with 54 per cent saying that they would rather the NHS ask patients’
permission before sharing data with commercial organisations, even if this meant that
without permission the research cannot take place. The survey also found that a maj ority
(53 per cent) want to see strict rules in place that data could not be passed to third
parties.

Sharing health data for the purposes of insurance or marketing both face significant
resistance from the public . Just a quarter (26 per cent) support shar ing anonymised
health records with insurance companies so they can develop their insurance prices.
Support for companies marketing health products using anonymised health records is
higher, with 37 per cent supporting this purpose, but still lower than som e of the support
for commercial organisations generally using health data.

There is still a core segment who cannot see any circumstances under which they
would allow commercial organisations access to NHS health data . 17 per cent of
people say they would not want commercial organisations to have access to health data
for research under any circumstances. Of these, one -fifth (20 per cent) say commercial
organisations cannot be trusted to store the data safely, and a similar proportion say that
profit should not be made from health data, even if there are potential societal and health
benefits as well.

A “social” value to data resonates, but many still see a “financial” value to health
data. The majority agree that health data has financial value (50 per cent ) and societal
value (67 per cent).

15-029639-01 | PUBLIC | This work was carried out in accordance with the requirements of the international quality standard for Market Research,
1ISO 20252:2012, and with the Ipsos MORI Terms and Conditions which can be found at http://www.ipsos -mori.com/terms. © Ipsos MORI 2015.



The One -Way Mirror: Public attitudes to commercial access to health data | Report prepared for the Wellcome Trust | February 2016

1 Having a safeguard in place makes a difference, whatever the safeguard is . Using a
split sample experiment, the survey found that there is no silver bullet safeguard that can
restore public trust (between 56 per cent and 64 per cent agree with data sharing with
any of the named safeguards in place). However, knowing that a safeguard is in place,
regardless of the type of safeguard, makes a difference to acceptability of health data
sharing with commercial organisations (a greement is 49 per cent for those respondents
where no safeguard was mentioned).

1 Despite this, people are ready to insist on many different conditions to safeguard
their data. Of various different conditions that could be placed on commercial
organisations to allay fears for the public, strict rules about not passing data on (53 per
cent); all names and personal information being removed (52 per cent); and storage of
the data in a secure facility (47 per cent) were the most popular. However, there is no
clear preference for respondents on which conditions should be in place, and over two -
fifths (43 per cent) want 3 or more of these conditions in place.

1.6 Communicating with the public

The deliberative work identifies key areas which will be core to any broader social
discussion of the implications of commercial access to health data.

This will not necessarily create a public more amenable to data sharing; buta more informed
and engaged public could contribute better to the debate on the role of data sharing in the
changing context of data, healthcare and society

The areas are:

What different kinds of value does data have? Does data have long term value to socie ty? If
data is valuable financially, who should derive the value - the individual or state or business?

What should be the new social contract around health and digital data? With the rise of the
ability to collect and use data, what should change about the way health services are paid for
and delivered? What is the duty of the citizen, the government, and business?

Is our health data a ‘common resource’? It is collected (sometimes) in people’s most
vulnerable moments. How should government act ethically, in relation to this valuable resource,
in order to preserve public trust? The public do not want data to be used in the servic e of
dismantling the NHS; how can this be prevented ?

How can we situate conversations in the context of the future technology of healthcare?
For example, how might wearable or other biometric technology shift focus towards individuals
being in charge of th eir own preventative medicine? What do the public think about the
‘guantified self"? How should social media or passively collect ed data be best used in
healthcare?

Some of these issues are being discussed already in a range of studies reporting in 2016;
there will be a need to draw shared learning together .
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1.7 Conclusions

Table 1.1 —Conclusions and recommendations

Most of the general public tend to accept
commercial sharing of health data, as long as
the four key tests are met.

If commercial sharing is on the table, the four
key tests need to be applied upfront, so that the
public can be reassured if they are asked to
support this new way of using data.

Safeguards help the public feel reassured; the
most convincing safeguards are t hose which
regulate the profit motive in the interests of
public benefit and create independent scrutiny
and control.

While safeguards on data handling are important,
no one safeguard is a ‘silver bullet’; the survey
reveals that any safeguard is reassuring but no
particular sanction or storage safeguard is more
reassuring than any other.

Safeguards should be put in place first and be
designed to enhance public control, for
example opt-outs wherever possible, and
overall designing a system where there are no
hidden incentives for companies to behave
badly.

There is a core group of those who do not want
health data to be shared at all (17% do not want
data shared for research under any
circumstances; 25% would sometimes rather
research did not go ahead than data is shared).

Policy and research interests are not likely to be
able to sway this group.

Opt-outs should be offered, along wit h clear
communication about the safeguards and
purposes of sharing, to minimise concerns
among this group.

There are different views about different types
of organisation, with some considered more
acceptable than others for accessing data.

1 Insurance is considered unacceptable
in the qualitative research and only 25%
support it in the quantitative survey.

1 Marketing was considered broadly
unacceptable in the qualitative
research, except in healthcare contexts,
and 38% supported this in the quant (NB a
healthcare context was given).

1 Third party access to data was
considered to be risky and not socially
beneficial. The public do not want profit to
be made from this resource without a
company having a very explicit public
benefit inherent in its work.

There is a need to identify and communicate a
clear public benefit associated with data
access if a company is involved, so that the
public are reassured that profit motives will not
override public benefits.

To reassure the public, insurance and
marketing uses of health data should not be
allowed.

There is a need to restrict third party access
and companies redeploying health data for
further profit, and to open a broader debate
about what value data has, and to whom should
accrue that value.
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The public know little about some key areas:

1 Not aware of the current range of uses
of health data, beyond in their own
care

1 Underestimate the amount of data
currently collected and used in
healthcare

1 Do not understand why the NHS would
need/want to allow commercial access
to data, do not know how the
commercial sector contributes to
healthcare currently

9 Little understanding of the status quo
when it comes to safeguards (some
that participants want are already in
place)

1 Confusion about the specifics of data
and data science in general. (e.g. the
difference between anonymised versus
identifiable data, or definition of
aggregate data).

These point towards a need to engage the public
further, inform and communicate, in order to have
a more informed social debat e on the uses of
health data.

For example, there may be a need to inform the
public as to how statistics work, what data is, and
how it is combined into da tasets, again in order
that they can be informed on the subject.

This will put the public in a better position to
understand the real risks or benefits of data
sharing.

There are many different mindsets and
perspectives on commercial access to data;
views of data sharing are influenced by
opinions about society and commerce
generally.

New technology has given rise to new ways of
collecting data, both actively and passively;
and new ways of using the data to create
knowledge.

This has led to blurred lines between
traditionally private and public sector ways of
collecting data, causing a Context Collapse.
The public are finding it difficult to navigate
‘data contexts’ as they shift and change, and
are therefore very wary.

Codes of conduct may need to give explicit and
separate consideration to the needs and fears of
different groups of the public, for example ethical
frameworks could be constructed which set out
the spectrum of acceptability for different publics,
as well as ensuring that all bases are covered for
everyone.

The public will need help to negotiate the context
collapse, ‘read’ different data contexts more
skilfully and feel more able to make decisions.

NB: this will not necessarily lead to support for
commercial access to data, but mor e information
may mean members of the public feel better able
to protect themselves.
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Overall conclusions from qualitative and
guantitative research

Overall, this project provides an evidence
base to influence government and to use
public views to improve the process of data
sharing.

Recommendations for next steps

Policymakers and the research community should
take into account the findings of this report when
designing new processes and policies.

There is scope for a wider ongoing discussion.

A well-designed and timely discussion between policymakers, experts, research and clinical
communities, and commercial organisations, as well as involving the public, could well shape the
future of biomedical research, healthcare and notions of citizenship.
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2 Introduction

This chapter sets out the project objectives and design and gives guidance on how to read this
report.

2.1 Background

Data is collected throughout the health service in increasingly large quantities, as well as in the
contexts of biomedical and health research. Data is collected for direct care and for secondary
uses as well.

As sophistication in using large datasets increases, it is clear that commercial organisatio ns
can use our health, biomedical and genetic data in a number of different ways. There is
interest in health data from a wide variety of commercial bodies, and a consensus that there
may be various kinds of value in reusing data and allowing commercial bo dies access (for
example, economic value, or social value in terms of improving access to or design of
services).

However, recent developments in health and more widely show that public trust in
organisational use and handling of data is at a very low ebb. The public and healthcare
professionals raised their concerns over the care.data programme, highlighting significant
barriers to health data being accessed and reused - particularly by the commercial sector.

Over recent years, quantitative and qualitati ve studies, and public dialogue, have surfaced
some of the public’s concerns around commercial access to data. Ipsos MORI's ONS/ESRC-
funded qualitative study, Dialogue on Data?®, found the public felt a lack of control over their
own data and a feeling that data reuse was an invasion of privacy . While the study looked at
researcher access to data, views applied to both the public and private sector. Further Ipsos
MORI research for the Joseph Rowntree Reform Trust showed that 93% of the public think it is
essential/very important to maintain the privacy of medical records “.

In particular, lpsos MORI's work for the Royal Statistical Society® (RSS) suggested that health
records being shared with private companies is a scenario that, in principle, most people thi nk
should not happen. In awareness of this study, the Wellcome Trust wanted to investigate the
nuance behind these findings.

There are many different types of commercial access going on. The Wellcome Trust therefore
wanted to investigate how, and in what ways, the public would distinguish between them, and

3 Ipsos MORI/ESRC/ONS (2014), ‘Dialogue on Data’, https:/iwww.ipsos-
mori.com/researchpublications/publications/1652/Dialogue -on-Data.aspx

4 Ipsos MORI/JRRT (2014), ‘Privacy and data sharing’, https://www.ipsos-
mori.com/researchpublications/researcharchive/3388/Poll -on-privacy -and-data-sharing-for-The-Joseph-Rowntree-
Reform-Trust.aspx

® RSS/Ipsos MORI (2014), ‘Public attitudes to data sharing’, https://www.ipsos-
mori.com/researchpublications/researcharchive/3422/New -research-finds-data-trust-deficit-with-lessons-for-
policymakers.aspx
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whether the type of data used, and the types of data user, would have an influence on the level
of acceptability of commercial access.

In June 2015, therefore, The Wellcome Trust commissioned Ipsos MORI to conduct a rigorous
study investigating attitudes towards commercial access to health, biomedical and genetic
data.

The study involved both deliberative workshops and a follow -up quantitative survey.

The qualitative study was designed to investigate, in detail, views of a range of real -life
examples, drawing out the implications of different variables on acceptability. Hypothetical
examples were also explored, in a structured fashion.

The emerging findings were then used as a start point t o develop questions for quantification.
Ipsos MORI conducted a face -to-face survey of adults in Great Britain to collect quantitative
findings about their attitudes towards commercial access to health data. The survey contained
a range of different questio n approaches to tease out the impact of different variables upon
views.

2.2 Objectives

The overall objective of this research was to understand how attitudes towards commercial
access to health data are formed and influenced, among a reflective cross -section of the
British general public and specific audiences such as healthcare professionals, patients, and
members of cohort studies.

The primary objectives of this research were to:

1 Identify factors influencing attitudes towards commercial organisations accessi ng
health, biomedical and genetic data;

1 Identify governance, safeguarding and communications actions that could help
improve trustworthiness of research uses and protections of data; and enable public
trust in access to data to be developed over time;

9 Provide an evidence base for the Wellcome Trust to draw upon as it considers how
best to develop policy and engage other relevant bodies, research teams and the public
on these important issues.

Secondary objectives were:

1 In order to best understand the detai | of the factors influencing attitudes, to explore how
people perceive the relative importance of different variables in sharing health data with
commercial bodies.

1 Identify any emerging differences between sub groups and different audiences.
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1 Quantify views on key topics which emerge from the qualitative phase.

2.3 Project design

The Wellcome Trust identified four key audiences to be consulted separately for the research;
the general public, patients, healthcare professionals, and cohort study participants. During
September and October 2015, Ipsos MORI conducted sixteen qualitative workshops across
Great Britain. These included:

1 Eight full-day deliberative workshops with members of the general public ;
1 Three evening workshops with GPs and hospital doctors ;

1 Four evening/daytime workshops with people who have a long-term condition,
including rare diseases;

1 One full-day workshop with ‘Children of the 90s’ cohort members.

Further details on the workshop audiences and fieldwork locations can be found in the
Appe ndix.

The general public reflected the largest population and understanding their views was key
since they were less likely than other groups to have considered the issues (e.g.
personal/public impact), despite being affected. Healthcare professionals, patients and
cohort study members were identified as important ‘special public’ audiences to consult,
due to their increased contact and familiarity with both the health service and health data -
sharing activity. It was considered that their personal experiences might have afford ed them a
more nuanced or complex perspective on the potential ben efits and risks of health data-
sharing and commercial access.

Participants in the general public workshops were recruited on -street by specialist Ipsos MORI
qualitative recruiters. A mix of urban, semi-urban and rural locations was chosen to ensure
good ge ographical representation, and recruitment quotas were set to ensure that overall
people of a range of ages and from a variety of ethnic and socio -economic backgrounds took
part.

Healthcare professionals were recruited via Ipsos MOR/I’s online panel and included
participants with a range of number of years' experience and gualifications.

Healthcare professionals were included as an interesting audience to speak with given their
relative closeness and insight into existing health data -sharing practice. They are also
controllers and collectors of patient data so would be gatekeepers to data sharing in general.
It was thought that they were likely to have a better grasp of the potential benefits of
commercial access to health data, but that they might also h ave concerns given their
professional capacity, such as the impact on doctor -patient relationships and the
administrative demands that increasing amounts of data -sharing create.
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Patients with long-term conditions were mostly recruited through a standard o n-street
recruitment method by asking people whether they would describe themselves as having a
long-term iliness or disability and the extent to which it affected or limited their day -to-day
activities. Patients with rare conditions, and their carers, were recruited via the charity Rare
Disease UKS.

Patients with long-term conditions and therefore greater reliance and interaction with the
health service, could potentially have had a different view on the issues. Whether this
hypothesis was borne out or not, their perspective was important to capture, as they are an
audience particularly impacted by sharing and accessing health data . Patients are potentially
the greatest beneficiaries of sharing health data, but also the most vulne rable and easy to
identify, especially those with rare conditions. Thus it was important to understand the beliefs
and fears patients might have and whether they are more or less in favour of commercial
access than other groups. Another reason to split out this group from the rest of the general
public was in case some patients were living through the implications of health and data -
sharing, making it a sensitive topic for them to discuss.

Finally, cohort study members were recruited by the ‘Children of the 90s’ research study team
at Bristol University.”

Cohort study members were identified as a key group to consult due to their greater
experience of sharing medical and health data - in particular of doing so for the purposes of
scientific research carried out independently of the healthcare system. It was felt that this
group might have quite a unique perspective, beginning from a more informed and
knowledgeable standpoint and having had greater exposure to the potential consequences,
positive and negative, of data access. The Well come Trust was particularly interested in
conducting research among this group so that they could identify effective ways of supporting
their research communities in future when those communities engage with research
participants on issues surrounding data access.

2.3.1 Deliberative workshop approach

A deliberative workshop approach was taken due to the complex nature of the issues around
data use and reuse, and the low levels of awareness and understanding with which many
people approach these issues. A workshop is an ideal, open environment that gives people
time and space to learn new information, ask questions, change their minds and develop their
views with others like them. Workshops also allowed sufficient time to explore a larger number
of variables via case studies and other stimuli so that participants were able to see how data -
sharing currently operates in the healthcare and research system.

2.3.2 Design of materials for exploration: case studies and question design

The Wellcome Trust convened an Advisory Gro up to provide a sounding board and critique for
the design of the study. Other stakeholders outside this group also contributed to the

5 http://www.raredisease.org.uk/
" www.bristol.ac.uk/alspac
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development of materials. We have listed membership of the Advisory Group and other
contributing stakeholders in the Appe ndix.

The Advisory Group met before and during the study to help scope design and to hear and
comment on initial presentation of findings to refine this report. The group also contributed to
the development of materials by reviewing the case studies whic h formed a key part of the
qualitative study.

The Wellcome Trustand Ipsos MORI collaborated to develop a set of detailed case studies .
Six case studies were designed to explain to participants, in simple English, why companies
access data, what their aims are, how they go about it and what type of data is accessed. In
general public workshops, all six case studies were discussed; in shorter sessions with
patients and healthcare professionals, four were selected.

The studies formed a set of examples to inform research participants about the scope and
variety of commercial (and non-commercial) access to health data that currently takes place.
A case study approach was chosen in order to go beyond what past research on commercial
access to health data has shown, by encouraging people to engage with what happens in
practice and use factual accounts as a starting point for discussion rather than media reports
or hearsay.

Discussion of the case studies was preceded by a general, high-level discussion of what
data means to people, and what they consider health, medical and genetic data to be, as well
as their awareness of and feelings towards current practices of data use and sharing. We also
explored where people found their ideas about data sharing , as the Wellcome Trust wanted to
identify whether and how opinions are formed as a result of media reports and other exposure.

Examples of real-life data sharing in the healthcare and research system were selected for
their ability to inspire discussion of a range of different variables which might affect public
acceptability, such as the different types of organisation involved, different types and formats
in which the data is stored and analysed, and different the types of safeguards in place to
protect against incompetence or misuse.

Each current example was then followed -up with a series of hypothetical ‘what if’ scenarios,
designed to amplify and extrapolate cer tain (often controversial) elements of the data-sharing
activity, and push participants to consider what might happen in future. Participants were
forced to weigh up public value against private benefit, altruism against self -interest; and in
doing this they discovered where they draw ‘red lines’ in data access and what governance
and safeguards, in their opinion, any commercial access in future would require.

The order of presentation was rotated so that the different examples could be assessed on
their own merits rather than participants being conditioned by their cumulative responses to
previous examples. Across the workshops, each case study had the chance of being
assessed first and freshly.
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After discussing each of the case studies in turn, participant s were asked to assess, first by
themselves and then as a group, the relative value and risk of each against the others and to
plot them on a grid with ‘Value to society’ pitched against ‘Risk to society’.

This exercise was followed by detailed discussion of the rules, regulations, safeguards and
sanctions that might, or might not, make a difference to views of commercial organisations’
access to health data.

See appendix for the case study and ‘what if’ slides and the full discussion guide for the
general public groups (other guides were variations on this and are available on request).

2.3.3 Improvisation team and digital anthropologist involvement

In two of the general public workshops (those conducted in Wrexham and Sutton Coldfield), an
improvisational acting team performed a series of sketches at various points throughout the
day, to help bring to life the case studies and highlight emerging points of view, as well as
providing stimulation for plenary discussions. Lydia Nicholas &, an anthropologist who
specialises in digital constructions of identity, was also present at the Sutton Coldfield general
public workshop, observing the discussions in order to provide further insights about the
language people use and how they conceptualise themselves in rel ation to the data they
share. Lydia wrote a briefing paper for Ipsos MORI and discussed her findings, which helped
to illuminate and enrich analysis and the framing of our reporting. We have indicated specific
references where relevant, in general Lydia’s findings are woven throughout.

Figure 2.1 —Participants watching improvisers

8 http://www.nesta.org.uk/users/lydia -nicholas?gclid=CL_vxf2mjcgCFRATGwodGXYOkg
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In terms of methods, in this qualitative study the use of improvisers was very useful and
can be recommended:

To enhance the emotional weight of discussion and foreground important points.
Other applied theatre techniques such as Playback Theatre could also be
recommended for future ethical discussions, to situate real experiences in the
context of principles and allow facil itators to open up more abstract debates. This
could also be helpful to discuss issues with patients or those with a more emotional
connection to the subject.

To point out to people where ethical issues are at play by creating laughter, surprise
and unexpe cted juxtapositions which could be used in the discussion. Other ways to
do this could have been to add observers who also feed back to the group, for
example ethicists or practical philosophers, who can draw out the broader social
guestions in play at dif ferent times within the discussion.

2.3.4 Quantitative study

The qualitative work was followed up by a quantitative survey that examined some of the issues
arising from the workshops. The questionnaire was designed in conjunction with the Wellcome
Trust and the advisory group, and aimed to fill in gaps that previous surveys have left open on
the subject of data sharing with commercial organisations.

The design of the questionnaire took into account interesting parts of the qualitative findings
that appeared to warrant and suit quantitative follow-up. However, at the same time, it was
appreciated that priorities needed to be made about what could be asked in the allotted time,
and that the exercise of conducting quantitative research is very different from a quali tative
project, where participants are introduced in depth to the context across an entire day.

2.4 Reading this report

When reading the qualitative chapters, the following note may be helpful. Qualitative research
approaches (including deliberative workshops ) are used to shed light on why people hold
particular views, rather than how many people hold those views. It is used to explore the
nuances and diversity of views, the factors which shape or underlie them and the ideas and
situations in which views can c hange. The results are intended to be illustrative rather than
statistically reliable. Given the qualitative nature of the data collected from the workshops, this
report aims to provide detailed and exploratory findings that give insight into the perceptio ns,
thoughts and feelings of people, rather than statistical evidence from a representative sample.

It is not always possible in qualitative research to provide a precise or useful indication of the
prevalence of a certain view, due to the relatively smal | number of participants generally
involved (as compared with the larger respondent bases involved with quantitative studies).
So, the views of proportions of the qualitative group should not be extrapolated to the
population at large. Sometimes, ideas can be mentioned a number of times in a discussion,
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and yet hide the true drivers of thoughts or behaviours; or a minority view can, in analysis, turn
out to express an important emergent view or trend. The value of qualitative work is to identify
the issues which bear future investigation.

Therefore we use different analysis techniques to identify how important an idea is. The
qualitative report states the strength of feeling about a particular point rather than the number
of people who have expressed that t hought. Having said this, is it sometimes useful to note
which ideas were discussed most by participants, so we also favour phrases such as "a few" or
'some" to reflect views which were mentioned infrequently and “many” or “most” when views
are more frequently expressed. Where views apply only to a subset of participants, e.qg.
participants in Swansea, we have highlighted this in the text, as this may indicate differences
by rurality, for example. Any proportions used in our qualitative reporting (e.g. a ‘couple of’ or
‘a few' participants), should always be considered indicative, rather than exact.

Verbatim comments have been included in this report to illustrate and highlight key points, i.e.
those views either shared by a large number of participants or r eflecting the strong views of a
smaller subset. Where verbatim quotes are used, they have been anonymised and attributed
by location and group/workshop type (e.g. General Public, Dundee).

The quantitative chapter presents the headline findings in chart or table format and then
describes these findings in the text, going into any details of sub -groups. Only selected
statistically significant differences in sub -group responses are reported upon. Please see the
appendix for details on statistical significance. The quantitative findings are also used at
various points in the qualitative chapters to add extra insight throughout.

The survey results can provide an indication of the prevalence of views in society , and also
about how different groups hold differing attitudes. This can be useful in understanding which
factors might affect a certain point of view. These should also be viewed with caution - sub-
groups do not tell the whole story. Age differences, for instance, mig ht be a function of an
entirely different set of factors, like location or internet use.

The qualitative findings do not exactly map and mirror the quantitative ones . Workshop
participants went on a much more substantive journey through the day and their v iews were
nuanced. In the qualitative work, there was more scope for getting information about details
while in the quantitative survey there was no discussion or context given. We should be
cautious, therefore, in drawing too many conclusions or forcing b oth pieces of research to tell
the same story.

The report links the two, but they stand alone. We have indicated where parallels are
striking.

Data: singular or plural now?

In order to follow the progress of language change, and to write in a simple way, we
have chosen to say ‘data is’ rather than ‘data are’ in this report.
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3 Low awareness of data and
new contexts around data
sharing

This chapter provides the cultural and social context of the discussion of commercial access to
health data.

Participants have limited knowledge initially about data, about anonymization and aggregation
of data, about the regulations surrounding it, and about the role of private companies in the
healthcare system. In the deliberative work, this led to wariness and scepticism about the ide a
of commercial access to healthcare data.

Importantly, contexts around information and data are generally changing, owing in part to new
technology for collecting and sharing data. E xpectations of privacy and ownership are
changing, as new types of data c ollection usher in new norms. These norms, however, are not
universally agreed yet.

The situation in flux also creates a sense of confusion and wariness around data sharing.
Overall, the fear could be summed up in the idea that information sharing seems u nidirectional,
shadowy and hard to understand.

“It’s a one-way mirror; they know evetrything about you, but we don’t know what
they’re doing with that.”
Patient (severe conditions), London

3.1 Whatis data?

Workshop discussions began with an exploration of what people think ‘data’ is and what they
understand by the terms ‘health data’, ‘'medical data’ and ‘genetic data’. Initial top-of-mind
association exercises were followed by a high -level discussion of diff erent ways in which data
can be actively or passively given, collected, used and shared.

Participants first gave examples of the information they shared about themselves as individuals
— name, address, date of birth, National Insurance Number, medical history, insurance details,
credit history. They tended to see this type of data as ‘my data’, usually because it is
sensitive and identifiable. Going even further, for some people this was not only ‘my data’ or
‘data about me’ but simply ‘me’. For some, ‘Il am my data’.

“Name, address, phone number, email, diagnosis, history, age, sex. "
General public, Swansea
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“| wrote identity which is really broad —once you’ve given them all those things
fthey’ve goft ‘you’ —they’ve gof an image of your identity. There’s nothing you can
do to prevent what they do with it. ?

General public, London

Participants did not make a clear distinction between ‘health’ and ‘medical’ data. Across

the workshops the same examples were given for both: ilinesses; medications; visits to the GP
or hospital; blood pressure; BMI; smoking and drinking habits. Participants conceived of health
and medical data as individual level data and had similar concerns about using and shar ing it
as they did with other types of data.

Most participants (aside from those with rare diseases, some of whom knew more) had only a
vague understanding of genetic data and treated the subject with ambivalence. It was often
associated with fingerprint s, family history and inherited traits or illnesses and for some raised
more sinister associations with cloning. Genetic data was seen as inherently personal and
much more private than other types of data. Participants knew it was a new type of data,
which potentially could be used to shed light on important areas of life which have so far been
mysteries; why one person falls ill when another is well, why one person has children and
another is infertile, why some have allergies, some become obese, and so on . The idea of this
potentially open-ended set of information, so personal to ‘'me’, being known, often led to
anxiety towards genetic data being held, used and shared at all.

“It's creepy. They know more about you than you know’”
General public, London

Some, notably younger participants, were awed by the idea of genome “scanning”, seen
advertised on television.

“That’s really cool —fo have your whole genome scanned! If it's pulmonaty or
cardiovascular then you can do something about that. .

General public, London

Participants’ top-of-mind worries around data tended to focus on the individual consequences
and harm which could result from data getting into “the wrong hands”. Many raised concerns
around the detrimental effect that certain information — medical conditions or health
behaviour — could have on, say, an individual’'s employment prospects or financial status.
This was a particular worry among patients with long term health conditions.

“They do penalise people with illnesses. [Like] car insurance. My daughter’s a
prime example  —she’s got MS but she’s got fo have her driving license renewed
evetry three years and she pays a higher premium. She’s got MS buf she’s as
capable of driving as anyone. ”

General public, Swansea
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“The biggest problem with that is insurance companies —they take your data, use
that against your children. ?
Patients (rare conditions), Sheffield

“Sometimes when people know you have an illness they will use it against you. ”
General public, Glasgow

The question of who owns data was one that people returned to during the deliberative
discussion. Participants were not consistent in how they referred to data, sometimes referring
to ‘my data’ and other times being less specific; this highlights their uncertainty in pinning
down who owns data, and furthermore who should profit from it. In general, though, they
believed they owned their personal, individual -level data, which related to health and in other
arenas too. They assumed data was usually kept private.

"But the question is who ~ owns that information... because if it’s about me, it’s my
information. "
Patients (rare conditions), Sheffield

There is some indication that the norm of automatic privacy might shift in future, in certain
contexts; see section 2.4 below. Nevertheless, in this research participants took as axiomatic
that data about people and their health should and would be kept private unless there is

a good reason for sharing it.

Healthcare professionals had a more nuanced view, pointing out that the patient could own the
data, yet still not have the right to opt out of having the NHS use the data. The onus they see is
on the NHS to keep the data safe.

"Any data which is provided by or comes from the patient belongs to the patient,

but at the same time if they have given th at data, then permission goes to the
NHS."

Hospital doctors, Birmingham
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3.2 Low understanding of aggregation and anonymisation (but
better understanding of ‘statistics’)

What data were we looking at? The materials and examples used in the discussions
related to data at different levels of anonymization:

Identifiable data

De-identified or anonymised individual level data

Aggregate datasets

Information about aggregate data for example averages and percentages based on
the data

When asked to think about health and medical data that can be used in aggregate , the public
spontaneously mentioned statistical data, such as A&E attendance figures or the number of
people living in a certain area with heart disease , and how it could be us ed to improve
services. The term statistics was broadly understood, but aggregate was not.

“Anything that’s held fo help —for example to target diabetes services in an area

where there are lots of people with diabetes, and things like that —that’s got fo be
a good thing. ”

General public, Sutton Coldfield

Many participants had a limited grasp of the value of aggregate data and the opportunities it
offers for understanding trends and patterns in human behaviour, health needs and treatment.
They had little practical knowledge of the processes involved in transforming personal,
individual-level data into an aggregate dataset that could be used to generate these insights.

"It says so they can predict what will make you ill or better. How? Are they god?
How can they work all that out? .

General public, Glasgow

“They don’t tell us what will happen fo the information, what they’re going fo do
with it or where it's going —you just fill in a form and then you don’t hear about it

again.
General public, Sutton Coldfield

A poor grasp of statistics, the principles of aggregation, and no awareness of data science
meant most participants did not see data — either at individual or aggregate level —as having
financial value or other social value. Hence they did n ot think in terms of what they might be
offered in return for their health data.
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“There are benefits if it can be used in a useful way —but you get personally
fargeted. You can’t see the changes fo the waifing times. You don’f see how if’s
gotanything t o do with you, but you just see when you’re being targeted.”
General public, London

Participants did not use or really understand the terms ‘individual level’ and ‘identifiable’.
For some, once data was anonymised it no longer felt like ‘their data’. Others lacked
understanding of, or trust in, anonymization, and also did not know how data is actually held in
the health service; therefore they still felt that the data would be connected to them and had
concerns about the potential impact on them.

“You can request your medical records now —the fact you can do that means it’s
definitely being held somewhere, and that it’s not encrypted. If I go fo a hospital
40 miles away they can gef my records, so it’'s on a system somewhere.”

General public, Belfast

“I don’t really care about my information going out fo improve services, what I
care about is people knowing whether it’'s me or nof. If the marketing or insurance
people know that in a particular postcode area that a number of people have one

leg and three  cars, ’'m fine with that, as long as they’re nof throwing spam and
I’'m noft getfing junk mail. If | want a service | want fo be able to find that service.”
General public, Swansea

Some, particularly patients with rare diseases, worried that even if anonymis ed they could still
be identified due to the small numbers of people with their condition.

Even among those who did understand the opportunities they mainly thought that the outcome
of data sharing would be marketing and sales targeted at the individual . Familiarity with
this kind of data-sharing can colour views of health data sharing and mean people may initially
struggle with the idea of more socially beneficial ends.

“Sometimes | think  *how do you get my number ' - you get people ringing you
about PPI, or saying you’ve had a car accident.”
General public, Wrexham

Overall, participants tended not to see a link between aggregate data and the information they
each share when they interact with the healthcare system, or how it can be joined up.

This is a knowledge -gap that was more common among older less technical and digitally -
savvy participants. These groups tended to raise simple questions about data collection, for
example how could they ever be certain that all personal details from a data file had be en
removed. They were often unfamiliar with manipulating data using Excel and they latched onto
the idea that the data file contained information about them and it therefore felt like their data.
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This starting point explains why so many reassurances were required when data was proposed
to be shared.

On the other hand, participants had few concerns about allowing commercial companies
access to aggregate health data which is passively collected, such as hospital waiting
times figures or number of hospital admissions. They associated this type of data with statistics
and percentages and did not discuss it in terms of ‘my’ or ‘our’ data since it bears no relation to
them personally, and carries little perceived risk. Some felt that sharing this data with
commercial companies could still pose a risk to society — see the discussion of acceptable
purposes for data sharing in the next chapter.

In the workshops, it was often mentioned that “people are not numbers”.

“I might be part of that group who has a heart at tack, but | might be different
you don’t really know me, you don’t know who I am.”
General Public, London

Even when statistical evidence makes it more likely that an individual might form part of a
certain group, there is great resistance on an emotion al level to individuals being ‘pigeon-
holed’ in this manner or their access to services being determined by this. To some extent this
shows a lack of knowledge of how mass services are run, based on large datasets, but also
illustrates a real feeling that social decisions should be made based on something more than
the aggregation of people into datasets.

3.3 Low awareness of how healthcare and biomedicine work today

Participants did not have a complete understanding of how the health sector works and how
services are delivered. From early on in discussions, participants displayed little
understanding of the role that commercial companies currently play within healthcare and
biomedical research . This was the case across general public workshops, age groups and
types of people.

General public participants overall tended to think about the NHS providing most services and
its being funded through general taxation. They did not spontaneously reference the role of
academics or charities in biomedicine or healthcare . They also assumed that commercial
companies were not involved in delivering health services , nor in research which contributed to
the sector, nor in the analysis of health data.

“Private companies have no need to have my medical information. #
General public, Glasgow

Participants also wanted it known that mostly, in principle, they would prefer the NHS to retain
all its functions in-house rather than allowing private sector involvement . This was the case
even for those who knew there were private sector companies currently delivering services.
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“The NHS can’t afford fo do (this) ...private healthcare is the reason the NHS can’f.
Private healthcare is flourishing. It’s wrong.”
General public, Dundee

Older participants tended to hold these views most strongly, alongside worries that the NHS
was being privatised.

“Don’t you think the money they’re charging could go on the NHS rather than
having [an independent] body [doing analysis]? ?
General public, Sutton Coldfield

“It’s like they’re saying fo us that they’re gonna help us buf they’re gonna make

money out of it as well. Pm not sure...”
General public, Dundee

Participants spontaneously drew no distinction between the private sector providing data
analytic services to the NHS and the NHS in general ‘being privatised'.

“The National Health Service is the National Health Service. Not the Private Health
Service. They don’t need to know what the dafta is.”
General public, Swansea

Furthermore, there was low awareness of existing research processes; people did not know
about the roles that universities, charities, sponsors and commercial organisations can have
in health and medical research.

“If they’re doing research you imagine them in a university lab don’t you.”
General public, London

Despite low awareness among general public participants of how medical and scientific
research is actually carried out, participants tended to respond positively to the principle of
“pure research”; albeit they thought of all research as downstream and applied research to
find cures for diseases®.

This lack of awareness of the current state of affairs led to an initial sense of surprise and often
a negative knee-jerk reaction to the very principle of commercial access to data. The
participants for whom the whole idea of commercial involvement in healthcare was
shocking ‘new news’ tended to express stronger concerns about commercial organisations
having access to health data, and to stand by these views as they d eliberated.

“(Is this going to) the whole industry? Drug compdnies, areas | don’t know
about?
General public, Dundee

*We know from other public dialogues on basic bioscience that the public find blue sky research less easy to
understand and value than they do applied research; see e.g. our recent report at  http://www.babraham.ac.uk/get -
involved/partnerships -page/public -dialogue/final -report
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In some workshops, participants said that they almost felt deceived, that they now heard lots
about private sector involvement and data -sharing taking place without this being generally
known.

“You feel a bit in the dark. ?
General public, Dundee

This sense of unease is compounded as participants had very low awareness of how data is
currently used within the healthcare system. Their initial associations in the workshops with
data collection and data sharing focused on individual care, and individual -level data.
Participants said they did not want private sector data sharing, however they are assuming this
to be individual -level data:

“/ think that’s against the law. Everything’s supposed fo be confidential.”
General public, Sutton Coldfield

“‘It’'s never really made clear how much of that information is being sfored with

my name against it.
General public, Belfast

Conversely, individuals wanted data within the NHS to be shared more widely for better care.
Participants mentioned visiting their GP or hospital, and medical records being used and
updated during consultations. Some described personal experiences where da ta should have
been shared, but was not. This led them to question the efficiency of the whole system.

“m always having to explain to each (of the specialists | see) what’s happening
with the other. I don’t think they’re sharing anything.”
Patients (severe conditions), London

“Im a bit concerned abouf hospital records. I had a knee replacement that didn’t
go to plan and it fathoms me [sic] the things they know about you, you tell one

ho spital something and you go fo another and they know all about you...”

General public, Sutton Coldfield

“The surgery called about a patient with the same name as me and that scared

me —they could pull up the wrong medical record... They tried to give me a
prescription that was not me —Iit scared me because you’ve given me a
prescription for somebody that’s not me.”

General public, London

15-029639-01 | PUBLIC | This work was carried out in accordance with the requirements of the international quality standard for Market Research,
1ISO 20252:2012, and with the Ipsos MORI Terms and Conditions which can be found at http://www.ipsos -mori.com/terms. © Ipsos MORI 2015.



The One -Way Mirror: Public attitudes to commercial access to health data | Report prepared for the Wellcome Trust | February 2016

3.4 Low understanding of safeguarding practices, and the reasons
why data would need to be shared anyway

There was no awareness of the current regulatory framework around the use of anonymised
health data. Few had heard of the Information Commissioner, and there was a sketchy
knowledge of the role and remit of the Data Protection Act.

Participants showed little knowledge of s afeguarding practices, as this assumes a
background knowledge of how (or if) anonymisation happens, certain statistical concepts or
of the different types of dataset that are publicly available. This meant that general public
participants assumed that they would be able to opt out of any data sharing; there was no
understanding that anonymised health data usage is currently allowed.

| feel opt in should always be the option. Nobody should assume that you should

need to opt out. Always opt in. That choice /s taken away from you. Not everyone
/s going to be that clued up. ?

General public, Glasgow

Furthermore, while people can imagine why the NHS itself might want to collect and analyse
aggregate health data, they initially struggled to see why an external, commercial company
would want to look at it.

Healthcare professionals and patients with lots of contact with the healthcare system and/or
multiple experiences of sharing data, do appreciate why the data might be required. However
they raise the issue of the quality of the data. These groups are sensitive to the inherent
subjectivity involved in health data collection and the responsibility tha t GPs hold to do this
accurately.

"I want my doctor to review my condition, because it alters really fa st. m already
dealing with 3 hospitals and none of them talk to each other. My GP is the only

one of all of them likely to have all my information. She needs to be reviewing

what happens with my drugs. Usually my GP has fo go and look for it as I’'ve fold
her! Maybe If I've done something and haven’t updated things with my GP for 2
weeks, it would fall between the stalls, the pharmacist wouldn’t know."

Patients (severe conditions), London

“There’s a variance befween clinicians using coding —if clinicians report then it
will come up, but if they don’t it won’t [...] that affects the analysis . Garbage in,

garbage out.
GPs, London

The survey demonstrated that detailed awareness of how the NHS uses health data is low, with
just a third (33 per cent) reporting to have heard a great deal or a fair amount about how the
NHS is using health data. This awareness falls further still to just 16 per cent and 18 per ¢ ent
awareness of health data use by commercial organisations and academics, respectively.
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There is alink between low awareness and understanding , and concern about commercial
access to health data. The survey results found that those respondents with a lo w awareness
of health data usage and, related to this, a low educational attainment, tend to be less likely to
support commercial access to data.

3.5 Changing expectations of privacy: a ‘Context Collapse’

Participants identified four broad situations in which they give or share data. Examples covered
both actively and passively given data, as well as one -off and longitudinal forms.

9 Purchasing and commerce - for example purchasing patterns recorded through a store
card, online purchasing history;

1 Social media and communication — for example creating a profile on
Facebook/Instagram/Snapchat;

9 State — for example census data, CRB checks, electoral roll;

I Technology and services — for example internet browsing history, signing up to a mailing
list, smartphone apps tracking location.

While these different situations came with different expectations of privacy, not all data fell
neatly into one of these categories. In the subsequent discussion it became clear that new
ways of collecting and sharing data, under new circumstances, can give rise to conflicting
expectations around data privacy.

For the public each type of data -sharing activity is seen as naturally falling into a broader set or
type of transaction. We have identified four different types, each with a different set of rules’
and assumptions that govern the exchanges and interactions of that type.

Consumer transaction types (see Figure 1 below). In these contexts, the public expect lots of
data-sharing, and are happy for this to happen because it is part of the ‘deal’ of buying
something.

1 BUYING: A customer allows a supermarket to collect data about their purchasing habits
and brand preferences in return for the rewards of using a loyalty scheme; or they fill out
a form online in order to get access to a cheaper car insurance policy. Data is actively
given and treated as a sort of commodity in these transactions, with people receiving a
clear personal gain in the form of a product or service, and with consent and in full
knowledge that the information they give forms part of the transaction as well as the
financial cost.

“The store card one is a relevant one —you get money off for things you may have
bought and may buy again. »
General public, Swansea
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1 DOING: This is a newer type of transaction, characterised by passive data collection.
This might involve a smartphone collecting data about where you travel, or how many
steps you take, or which apps you use, and passing those on to other companies for
further analysis. It might involve social medi a targeting you with segmented advertising,
while you view your profile. There is not a specific gain for the user associated with each
data collection experience, but the most savvy users understand that they are
generating data for the company; and that if they want the benefits of the technology,
this is the bargain on which it operates. Less aware users, however, do not think about
this and are potentially more vulnerable to exploitation.

In both of these situations, transactions are usually characterised by a wary and careful
approach . The individual believes that the company will pass on and sell any data it can, and
he or she takes the responsibility not to be ‘ripped off’.

Social Contract experiences . These experiences take place with the individual in an
unguarded state; offering information they have no choice but to give. Participants bring an
open, vulnerable mindset to these experiences, expecting help and support and feeling they
are protected by a social contra ct in which we all contribute to services and they are run in our
interests by benign authority figures.

1 SERVICE USING:When attending a GP appointment, reporting a crime, visiting A&E, or
the Job Centre, members of the public will actively disclose whate ver they need to, as
they are applying for help to live their lives. There is an expectation that individuals are
protected by law, and data will not be shared without explicit consent. Participants felt
strongly that this should be the case, because people in these situations are often
suffering misfortune, which makes them vulnerable.

1 BEING: A similar mindset is in place when people are relaxing at the park, or using
public transport, or even entering and leaving hospitals or schools; just ‘being’. In these
contexts, expectations are of limited sharing , in order to protect privacy rights. There is
traditionally an expectation of peaceful anonymity in public spaces, as individuals are
not able to be identified and can move without hindrance. Participants think of data in
these settings as passively given. As with the passive data collection in the commercial
mindset, though, the public tend to underestimate the amount that is collected. They can
only imagine light touch, aggregated statistical analysis. F or example they suggest that
the electoral roll or census might collect the number of people living in an area or
sending children to school, while a hospital might count how many people went through
A&E.
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Figure 3.1 —The two traditional mindsets for data sharing
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The specific context of a data transaction affects: the mindset the public feel they need to
bring to the transaction; their expectation of privacy; their expectation of personal or social
gain; and their perceived level of vulnerability to exploitation.

However, concepts of privacy are in flux , and participants in this research are aware of this.
The online world sets expectations of contexts which sometimes do not map onto the old
contexts we know from the offline world. Many people have not yet caught up or are not able
to make sense of the increasing overlap that exists between the different transaction contexts.

Passive data collection in both contexts tends to be underestimated; there is no explicit
entering of the data and no consent at the moment of collection. Participants do not know how
much is collected or how it is repurposed, and seriously underestimate the extent to which all
data is analysed and looked at together with other data sets.

Commercial access to health data represents a ‘context collapse ."*° This is illustrated in figure
3.2 below.

10 A concept invented and disseminated by danah b oyd, this paper is the first recorded o ccurrence
http://www.tiara.org/blog/wp -content/uploads/2010/07/marwick_boyd_twitter_nms.pdf
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Figure 3.2 —The ‘context collapse’
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Commercial organisations having access to health data cannot be interpreted as either a
solely consumer or solely public data transaction. Information is shared in one context -when
people are in a state of ‘service using’ or ‘being’ and of a vulnerable mindset —and is
sometimes re-used in a commercial, transactional context. This means that the appropriate
mindset for the public sector; open, vulnerable and helpful; may not be appropriate for the
private sector, where a more guarded approach is called for.

Even if there are public benefits to the work that the commercial organisation does using the
data, its presence in the transaction creates a contested and contradictory set of expectations
and causes anxiety among the majority of participants. Participants did identify some
opportunities within this changing situation, but also fear ed that it could cause harm to all, and
especially to the most vulnerable.

They do not currently feel in a position to evaluate or accept this new data -sharing scenario.
Therefore, they fall back into their assumptions and personal beliefs and prejudices . They
look for lots of reassurances in order to feel more secure.

“Information about your health should be kept in the hospital, shops should be
kept with the shops. 7
General public, Sutton Coldfield

Here are three examples of some discussions participants had, and how they illustrate
underlying concerns about some of the changing ‘rules’ and context collapse.
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This is all supported by the findings of our digital anthropology study . Key ideas included the
notion that privacy is performed in contextual frames **; and that privacy is about control over
accessibility of ‘the private’*?

1) Privacy is changing; we no longer have the ‘expectation of uninterest’, that people will
not want to overhear us in a public space

Traditionally, when chatting to someone on a park bench, we don’t expect to be listened to;
there is a reasonable expectation of privacy in a public space. However when chatting to
someone online, itis a public space ‘with a difference’ - it is possible for a third pa rty to keep a
record of everything that we do. Participants were concerned that an unlimited amount of
data was collected online without our permission or knowledge.

“If | go on a website and look something up, all of a sudden other people are

picking up  this information. If you look at a PPI site, all of a sudden you’re being
shared. ”

General public, Glasgow

“We live in this age of technology but we have this choice, we are not numbers,
we’re people, we should have the choice to share our data or not. ”
General public, London

Participants showed little or no understanding that content they posted on social media
could form part of their ‘data profile’, and could contain important information about them,
beyond the immediate transaction of creating a n account.

They mentioned individuals actively putting a lot of information about themselves on their
profile for others to see. They knew that Facebook makes money from advertising to its users.
However, in general people did not discuss or seem aware of Facebook (or others)
monitoring and analysing the content of its users’ posts to learn more about them. This
was something that did not come up spontaneously in any workshop. This illustrates that they
are concerned about the possible open -endedness of data sharing, but many are unaware of
the ways in which it operates currently.

2) A meeting with the doctor is seen as ‘service space’, organised by the public sector,
where we can be vulnerable; not somewhere we have to be on our guard against
commercial exploitation

When talking to the doctor or pharmacist, we have a set of assumptions; we expect our
information to be shared for our care but not to go beyond this and be used outside of that
direct patient care context. When learning of commercial access t o health data and current
practice participants become confused and uneasy, are unsure how far they are able to veto

1 Boyd, D. (2014). /t's complicaled : the social lives of networked teens.
12 Nippert Eng, Christina E. 2010. “Secrets and Secrecy.” In Islands of Privacy , 21-96. University of
Chicago Press.
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or give permission for any sharing to happen, and do not know whether they are putting
themselves at risk or not by sharing.

“Pm all up for improving and helping out research —but I don’t think it’s right for
fthem fo just presume you’re ok with it and forward (your medical records) on
without your consent.”

General Public, Wrexham

“Any sort of illness you have they’ll know, if you had any sort of mental illnesses
like depression, do you want your employer to know that? ”
General public, Sutton Coldfield

3) Sharing data in consumer space leads to ‘bombardment’ of marketing; people who
don’t know this often adopt the wrong mindset and can be vulnerable to exploitation

Common to most groups was an irritation about continual marketing from companies,
especially from those to whom patrticipants believed they had not volunteered their contact
details, or did so unwittingly. This was a concern about third party access which will be
discussed in Chapter 4.

"They shouldn’f be able fo pass on your information, and they do. You get random

calls from people who have your landline number.”
General Public, Sheffield

“When you get calls from companies —/getalot of those  —you think ‘how did you
getl my number?’ Obviously it's being shared without my knowledge, buf
3

(originally) | shared that.
General Public, London

Participants felt that if they engaged with consu mer life at all; opening accounts, using their
phone, ordering things online, subscribing to mailing lists; this meant that their contact details
would inevitably be passed around companies, who would then contact them. This was seen
as a major annoyance of modern life and many mentioned that they were wary of all unsolicited
email, post, texts or calls.

Participants felt uneasy about this on their own account and this manifested as some concern
for elderly or vulnerable people, for whom a personal contact would likely trigger the ‘open,
unguarded mindset’ not the ‘cautious, wary consumer’ mindset. Participants thought they might
be open to fraudsters or unscrupulous marketing.

In fact, younger people may be equally at risk given that they do not necessaril y know the full
extent of the commercial data sharing they undertake online.

We heard less about the reverse idea, that data sharing might make you wary, in a context in
which you should be ope n. There were some indications that this might happen; for exa mple
when discussing pharmacies, participants were concerned that trust in pharmacies might be
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eroded if data is shared with retail pharmacies, and therefore people would feel less
comfortable going there for advice.

4) The slippery slope — a concern that data given and shared in the private sector for a
transaction might be used by the public sector and might affect my rights and services

For some, the idea of information being shared without their knowledge led to fears of a
dystopian society where all of the information they have ever provided - for example on an
official form or when interacting with the Police or the NHS, plus store car d or online data is
held in a centralised system and linked up.

While there is little sense of how this might realistically be done, who would do it, and what they
would want it for, this tends to create fears that privacy is fatally eroded.
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4 The factors influencing attitudes
to commercial data sharing

4.1 Using case studies to explore attitudes to variables

During the qualitative workshops, participants were int roduced to six case studies (or four, in
the shorter workshops), as examples of real-life scenarios in which the sharing of health data
currently takes place (see Appendix for stimulus materials)®. The case studies gave examples
of existing data-sharing activity in the public and private sectors and were followed up with
discussion of hypothetical future activities (including deliberately provocative and controversial
ones).

The aim of the case studies was to show participants the range of different types of data
sharing with commercial organisations in order to elicit the boundaries and principles which
were important.

Small groups of participants were presented with the case studies and the facilitator discussed
each in turn. In discussing these case stu dies, participants were encouraged to weigh up how
they perceived the benefits to themselves and society of these different examples when
considering acceptability. They thought about the risks and potential for harms, both for
individuals and society. They tried to imagine what future risks or benefits there might be
(relevant particularly where such future risks and benefits are uncertain, such as in emergent
areas of data science or when considering genetic data).

1 The case study ‘Monitoring safety of drugs and medicine’ was first introduced to participants as being conducted
by a publi c health regulator. This was intended to contrast with the five other examples of commercial access so that
the research could explore how responses might be different if a non -commercial organisation was involved. In follow -
up discussions, the regulator was replaced with a pharm aceutical company and the question of commercial
involvement was then further explored.
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Summary of the six case studies

Data linking and analysis in the NHS — An NHS trust asks a healthcare intelligence
company to analyse individual -level data on patient journeys, to see if there are
different patterns in health outcomes, and predict drivers of service use.

Monitoring safety of drugs and medicines — A pharmaceutical company runs an
observational study to look at long term side effects of a blood pressure drug.
Primary care data is provided to compare the probability of serious adverse events
among those taking the drug compared to those on other drugs for high blood
pressure.

Calculating insurance premiums — Private health insurance companies use
anonymised hospital data about diagnoses and hospital admissions and find that
those living in deprived areas were more likely to d evelop certain critical illnesses.

Using genetic data in care and research — Patients consent to having their
genome sequenced as part of their clinical care. This is linked to their medical
records to aid diagnosis and treatment, and made available for r esearch by
academics, scientists and commercial organisations.

Pharmacists using Summary Care Records — The NHS wants all community
pharmacists to have access to a summary care record. Pharmacists would have
access to this with patient consent when discus sing prescriptions.

Crowdsourcing to provide support for patients — Patients register on a free online
community to share experiences and symptoms. The online community allow a drug
company to invite diabetics to participate in research into the efficacy of a drug to
treat sight loss.

Once they had discussed all of the case studies in turn, participants then mapped them
according to their value to society versus their risk to society. This exercise required some
level of consensus to be reached in the gro up.

This brought out more nuance in their views, as they moved away from focusing on the more
easily recognisable and personally relevant considerations and focused more broadly on
implications for society as a whole.
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Figure 4.1 —Participants mapping the case studies

4.2 What mattered overall: response to the case studies.

4.2.1 Some examples were seen to be of higher value, or higher risk, to society

We asked participants to map the examples according to w hether the commercial access
would bring ‘value’. However, we did not provide a definition of value; keeping it open enabled
us to understand how participants themselves conceptualised value in this context.

Some commercial access types were seen to have a higher value, or higher risk, to society
than others:

Figure 4.2 —Mapping value and risk
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The social benefit of commercial access is not always apparent at the start of the deliberation
process so people either focused on risks to themselves or exaggerate d the public risk and
feared the worst of private sector involvement.

Without a clear conception of how the public stand to gain, the public cannot carry out their
internal trade-off exercise and weigh up public good against personal risk. They often revert to
their pre-existing stereotypes about government and business in the absence of more
knowledge.

This all spotlights the role that understanding the new context of health data -sharing
plays in public attitudes towards commercial access and the role of raising public
awareness and engaging the public further in discussion.

4.2.2 Different types of organisation and project were perceived differently

The involvement of a commercial organisation was seen as fairly easy to accept when
participants could see clear potential for patients, society and future generations to
benefit. This meant Linking data in the NHS and Monitoring the safety of drugs were
acceptable and seen as valuable. Participants asked why the NHS “could not do these jobs
itself”; suggesting that they can accept a company being involved , as long as it is for public
benefit, and only if they are given information as to why companies can do this better than the
NHS.

“There’s a certain level of accountability if it's being done by the government, buf
if iF's a private company that is only accountable fo its shareholders’ profit, then
the public good is undermined. ?

Patients (rare conditions), Sheffield

4.2.3 Participants were keen that public benefit should be maintained even if a
company, rather than the NHS is doing the analysis

Participants had the idea that in Monitoring the Safety of Drugs, they could ensure that the
private sector works to public interest rather than in its own interest by the private sector
funding academics or a regulator to conduct the work. S ome saw it as risky if the work is done
by a for-profit organisation; this would increase the chance of bias . However, if the
organisation can effectively ‘prove’ that it is working in the public interest, for example by
submitting to voluntary regulation or oversight, then there is trust that the organisation could
be allowed access to health data.

“The pharma compan  y should pay for it, the regulator or academics should do it. ?
General Public, Sutton Coldfield
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4.2.4 There are concerns about large commercial organisations such as
supermarkets assuming a role that they felt should belong with the GP and the
NHS

The pharmacies accessing patients’ Summary Care Records example was considered to be
potentially a slippery slope, where the role of the NHS might be privatised and eroded.
Participants questioned how far these organisations could and should be trusted with public
benefits, when they had conflicting commercial priorities .

However overall this example was felt to be quite valuable to society, in that it could potentially
make the prescriptions system more efficient, freeing up GPs’ time as well as making it easier
and quicker for patients to receive the medications they need. Anonymisation was impossible
to preserve in the case of the Summary Care Records and therefore the opt-out (which is part
of the process) was felt to be particularly important.

The example of crowdsourced patient data being used for research was seen as being of
fairly low value, and moderate risk;

Although participants appreciated the potential for this to contribute to the development of new
drugs and treatments, there were concerns about th e accuracy of the data involved, and the
vulnerability of the system to misuse and hacking. It seems the public will need evidence of
the value of crowdsourced data in order to trust that a project including such data can have a
true public benefit.

4.2.5 Geneti c sequencing was considered to be the most risky example; genetic
data both most private, and most potentially valuable

Participants were concerned, overall, because so much is currently unknown and yet to be
discovered in the field of genetics and thus t he full extent of what might be possible with this
type of data is also an unknown. This made it harder for them to weigh up benefits and risks
and meant that most were cautious and felt it might be both risky and valuable.

They wanted universities and independent researchers to be bodies who would, ideally,
have access to it. Any link to non-healthcare companies, such as marketing and insurance,
was totally unacceptable.

"I'm more than happy for academics or researchers to see this, but not private
compa nies."
General Public, Sheffield

“They sound like private sector, and what might they use the data for? NHS
clinicians need to know, academic researchers would have a positive effect, but
genomic technology companies —what do they do? *

General public, London
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4.3 Participants applied four ‘key tests’ to every example of data
access

4.3.1 The four tests

Participants discussed the issues arising from each case study as they saw it, and came to
conclusions about how acceptable each might be. Their approach could be summarised as
applying four key tests to all the case studies. These tests must each be passed before the
public will accept commercial access to health, biomedical or genetic data in that example.

1. WHY (Does the activity’s outcome have a provable and sufficient public benefit?)
2. WHO (Can the organisations doing this be trusted to have public interest at heart?)
3. WHAT (How anonymised and aggregated is the data?)

4. HOW (Does the safeguarding, access and storage protocol reassure me that the data will
be safe?)

The Wellcome Trust had hypothesised that these factors might be important on commissioning
the study. The deliberative work confirms this and crucially discovers that the tests are always
applied in the same order. Failure to pass one means that the case study is immediately
‘thrown out’. So, for example,a case study with no perceived public benefit at test 1, but
‘scoring highly’ on test 3, (for example using very aggregated data), was not enough for
participants to feel happy about a commercial organisation being given access to the data.

Figure 4.3 shows levels of acceptability for each test question and the types of organisation
and data which are envisaged at each stage. The red colour suggests the data sharing
situations which are broadly unacceptable; amber indicates situations which depended heavily
on context and circumstances, or about which participants were unsure or divided in opinion;
green denotes situations with which the majority of participants were comfortable. For each,
there were some exceptions, as discussed in the next chapter on Mindsets.
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Figure 4.3 —The four ‘key tests’” and factors whi ch drive acceptability of commercial
access to health data
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This process, and the order of importance of each test, remained the same for all groups within
the workshops.

This resonates with the key findings of the quantitative work. In the survey, there was overall
support for health data being accessed by commercial organisations undertaking health
research (54 per cent supporting, compared with 26 per cent opposing). However support for
sharing health data for the purposes of insurance or marketing was lower. Just a quarter (26
per cent) support sharing anonymised health records with insurance companies so they can
develop their insurance prices. Support for companies marketing health products using
anonymised health records is slig htly higher, with 37 per cent supporting this purpose. For
more detail, see chapter 6, where the full findings from the survey are presented.

4.3.2 WHY: Does the activity’s outcome lead to public benefit? The most important
factor

This project was designed (in p art) because surveys suggest that the public are concerned
about commercial access to health data. As it turns out, this is something of a sweeping
statement. In fact, views are very dependent on the nature of the organisation and its
purposes. For most, if the overall purpose of the data -sharing activity is considered
acceptable, concerns relating to the commercial nature of the organisation(s) involved often
fade.
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Participants in this research assumed that privacy should be the default and that any shari ng
would infringe that privacy. There was no assumption that data should be automatically in the
public domain. A clear benefit both to individuals and to wider society was seen as the only
good rationale for breaking privacy, and this was the primary driv er of acceptability for
participants.

Conceptions of “public benefit” were very broad and encompassed both benefits to individuals
or groups in society, and benefits to big public institutions like the NHS. Participants tended
not to use the specific term “public benefit” but instead used phrases like “if it helps us”, “if it is

public return for data -sharing. Examples of public benefit participants liked included:
91 Developing a life-saving drug ;
9 Allowing patients to collect repeat prescriptions from the pharmacy instead of the GP ;
1 Improvements in paediatric care nationwide ;
1 More sophisticated or successful treatments and diagnosis for illnesses ;

9 Higher levels of service, correcting mistakes, or creating greater access to services for
vulnerable groups.

“If you can share information about conditions, more research can be done into

people can be cross -checked and they can find solutions to genetic problems
that people have in their system. .

General public, Belfast

Individual citizens gaining benefits was also seen as valuable , but would have less value
than all of society benefiting , which is why the Pharmacy and Crowdsourcing examples were
valued less highly than the NHS analysis, Drug Monitoring and Genetic Sequencing.

Red Lines: no public benefit

When no benefit to public health is perceived, commercial access is unacceptable to all,
except the most laissez -faire (see Chapter 5 for description of these mindsets).

4.3.3 WHO is doing this, and  whether they can be trusted to have public int erest at
heart, is almost as important

Overall, participants paid close attention to the type of organisation involved as this helped
them come to a judgement about the purpose and likely outcome of the activity. They were
notably more comfortable with some handling health data than others. There was a strong
desire for data in general to be kept w ithin the healthcare sector.
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